DEADLOCKS

Detection, Troubleshooting, and Prevention

RIS
Trevor Barkhouse et S el | ]
trevor.barkhouse @microsoft.com Sy P I T

; P -
e -
| - w D
1R
-
. “ -
i -
- e
- . o
| Py
It | [N
i | - .
" coasleans
! -
- [ o -
l omse
' L e
cpammem—
——
P — —
2 o

1 MAY, 10-11
DALLAS, TX




Deadlocks are like ants...
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Contact Information

@SOLServerSleuth
SOQLServerSleuth.com

trevor.barkhouse@microsoft.com



http://twitter.com/
http://sqlserversleuth.com/
mailto:trevor.barkhouse@microsoft.com

Agenda

» Deadlocking basics
» Detecting deadlocks
» Troubleshooting deadlocks

» Preventing deadlocks

»
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Deadlocking Basics



What I1s a deadlock?



Deliberately causing a deadlock



Deadlock Detection



Error message 1205

» Msg 1205, Level 13, State 51, Line 1

» Transaction (Process ID 52) was
deadlocked on lock resources with
another process and has been chosen

as the deadlock victim. Rerun the
transaction.

-
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Error message suppression

private wvoid associateSchedule

int scheduleIl,
int userID

{
using
SglConnection connection = new SglConnection (fpplication["ConnectionString™])
)
{
using
S5glCommand command = new SglCommand
I [Scheduler AzspciateSchedule]™,
connection
)
)
{
try
{
command . Farameters  Add ("¢ ", S5gllbTIype.Int) .Value = scheduleIl;
command . PFarameters  Add ("EUserID", S5gllbType.Int).Value = userIl;
connection . Open();
command . ExecuteNonfuery () 7
}
catch (SglException exception)
{
redirectToFriendlyErrorPage (exception) ;
}
}
}
return;
}
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Configuring 1205 errors to be logged



Deadlock Troubleshooting



Read Bart Duncan’s blog posts!

1. “Deadlock Troubleshooting, Part 1”
» “Interpreting Trace Flag 1204 Output”

2. “"Deadlock Troubleshooting, Part 2”

3. “Deadlock Troubleshooting, Part 3”
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http://blogs.msdn.com/b/bartd/archive/2006/09/09/deadlock-troubleshooting_2c00_-part-1.aspx
http://blogs.msdn.com/cfs-filesystemfile.ashx/__key/CommunityServer-Components-PostAttachments/00-00-74-71-19/SQL2000_5F00_Deadlocks_5F00_T1204.htm
http://blogs.msdn.com/b/bartd/archive/2006/09/13/751343.aspx
http://blogs.msdn.com/b/bartd/archive/2006/09/25/deadlock-troubleshooting-part-3.aspx

Troubleshooting overview

1. Capture diagnostic data
2. ldentify:

» the parties to the deadlock and

» the resources under contention

3. Take corrective action
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Diagnostics:
SQL Server 2000 (or earlier)



Diagnostics:
Trace flag 1222



Diagnostics:
Deadlock Graph event class



Diagnostics:
Deadlock Graphs and XQuery



A warning about XQuery

»
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Diagnostics:
Extended Events



Cheat at deadlock analysis!

1. Use the Database Engine Tuning Advisor
2. Ask for help
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Setting the deadlock priority



Fault-retry logic

The following example is taken directly from Inside Microsoft SQL Server 2005: Query Tuning and

Optimization by Kalen Delaney (found on pages 365 and 366).

DECLARE @Tries tinyvint, E@Error int:
SET @Tries 1;
WHILE @Tries 3
BEGIN
BEEGIN TRANSACTICH;
BEGIN TEY
-— <code goes herel
IF XaCT STATE 1 COMMTIT:
BERELE:;
ENLD TEY

BEGIN CATCH
S5ET @Error ERROR NUMEER

IF @Error 1205
BEGIN
IF XaCT STATE 1 ROLLEBACE;
END
SET @Tries ATries 1;
CONTINUIE:
ENLC CATCH:

END;
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Deadlock Prevention



Access tables consistently

Keep transactions short

Add useful indexes

Avoid user interaction within transactions

Reschedule batch processes

Adjust locking strategy

Use bound connections




« Access tables consistently }

[Sales].[Orderltems] [Sales].[OrderHeaders]

[Sales].[OrderHeaders] [Sales].[Orderltems]

CCCCCR
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« Keep transactions short

[Scheduler].[ListAttendees] [Scheduler] [ListAttendees] [Scheduler] [ListAttendees]
" Y
\ A J N J
02:00:00 v v Vo 02:00:15
[Scheduler].[AssignSchedula]  [Scheduler].[AssignScheduls] [Scheduler].[AssignSchedule]
[Scheduler]. [ListAttendees] [Scheduler].[ListAttendees] [Scheduler] [ListAttendees]

N N —
oo N N N

[Scheduler] [AssignSchedule]  [Scheduler] [AssignSchedule] [Scheduler]. [AssignSchedule]

02:00:15

(CECECCCRKE
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Before...

e Add useful indexes }

1

Exclusive

CECECCERCEK

v "
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After...

e Add useful indexes }

1

Exclusive

= U
Index

CECECCERCEK

||55 coumns
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Confirm changes m

All 4,294 957,295 rows have
% . been updated. Are you sure that
2/ you want to commit the
transaction?

[ Commit ]l Rollback ]

* Avoid user interaction within transactions }

e J )
WILL RETURN

ﬂlﬁSEIlr

Please Call Again

CECECRCCEK
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« Reschedule batch processes }

CRCECCEKL

T
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« Consider restrictive locking up-front

« Evaluate row-versioning isolation levels

« Carefully explore reducing isolation levels or using locking
hints

« Adjust locking strategy }
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If using Multiple Active Result Sets (MARS),
consider using “bound connections” to allow
resource sharing

CECCECEKL

 Use bound connections }
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Courtesy of Michael Swart (michaeljswart.com)
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http://michaeljswart.com/?p=56

Prescriptive Guidance — Proactive

1. Modify error message 1205 to be logged

2. Add fault-retry logic to applications

3.

4. Use explicit transactions, and never include

Establish protocols for table access

user-interaction within them

Stagger batch/scheduled processes
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Prescriptive Guidance — Reactive

1. Capture deadlock diagnostic data:
» Trace Flag 1204 (SQL Server 2000)
» Deadlock Graph event class (SQL Server 2005+)

ldentify deadlocked processes and resources
Set deadlock priorities

Run the Database Engine Tuning Advisor
Consult with other DBAS

a ~ DN
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Contact Information

@SOLServerSleuth
SOQLServerSleuth.com

trevor.barkhouse@microsoft.com
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